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H3C S5120V3-LI Series Managed Access Switches

Product Overview

H3C S5120V3-LI switch is a Layer 2 Ethernet switch product independently developed by H3C Technologies Co., Ltd. (hereinafter referred to as H3C).

The second generation of intelligent managed switches designed for high port density and easy installation network environments.

H3C S5120V3-LI series Ethernet switches provide 10/100/1000Base-T adaptive Ethernet ports or SFP optical ports. In enterprise networks, they can be used as access devices to provide
Gigabit to desktop applications; in metropolitan area networks or industrial users, it can provide Gigabit access to end users or connect to low-end switches, and can be connected to Gigabit optical fibers or links.
Aggregate to a large-capacity L3 switch.

H3C S5120V3-LI series Ethernet switches support the innovative IRF (Intelligent Rellient Framework) technology. Users can connect up to 9 S5120V3-LI switches to form a logically

independent entity, thereby building a new type of intelligent network with high reliability, easy scalability and easy manageability.
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Features

Rich business performance

Support Internet broadband access, mainly support gigabit access for users of small and medium-sized enterprise networks, provide gigabit port access, gigabit uplink interface. Support Jumbo Frame, support 802.1X,
MAC authentication, port security, support LACP protocol, support 4K VLANS, support maximum 16K MAC addresses and black hole MAC, support port-based layer 2 and layer 3
Automatic priority mapping, support for port-based mirroring, support for redirection, support for port isolation, support for access control lists, support for port speed limiting, support for rich Ethernet IPv6

Function.

IRF2 (Intelligent Resilient Fabric, Second Generation)
H3C S5120V3-LI series switches support IRF2 (Intelligent Resilient Framework I1) technology, which connects multiple physical devices to form a single logical device.
In other words, users can manage and use these multiple devices as a single device. IRF provides the following benefits:

. Simplified management After the IRF architecture is formed, you can connect to any port of any device to log in to the unified logical device, and achieve

The system can be managed as a whole and all member devices without having to physically connect to each member device to configure and manage them separately.

. Simplify the business IRF formed logical device running various control protocols are also run as a single device unified, for example, the routing protocol will be calculated as a single device, and with the 1 of d link ion

technology, it can replace the original spanning tree protocol, so that you can save a lot of protocol message interaction between devices, simplify the network

itcan the of th rk and shorten wrbulen

® Elastic expansion can be realized according to user needs to ensure user investment. And when new devices join or leave the IRF architecture, they can be "hot- pped” without any i ion.

Affect the normal operation of other equipment.

® High reliability The high reliability of IRF is reflected in the three aspects of link, device and protocol. The physical ports between member devices support aggregation function, and the IRF system and upper and lower layer devices are connected.

The physical connection between the devices also supports aggregation, which improves the reliability of the link through multi-link backup. The IRF system consists of multiple member devices. Once the Master

If a device fails, the system will automatically elect a new Master to ensure that services passing through the system are not i thus ieving ds level 1:N backup; the IRF system will have

The real-time protocol hot backup function is responsible for backing up the protocol configuration information to all other member devices, thereby achieving 1:N protocol reliability.

o For high-end switches, the performance and port density improvements are limited by the hardware structure. The performance and port density of the IRF system are determined by the IRF internal

Therefore, IRF technology can easily increase the switching capacity of the device and the density of user ports by several times, thereby significantly improving the performance of the device.

® The entire elastic architecture shares a single IP management interface, which simplifies network device management, simplifies network topology management, improves operational efficiency, and reduces maintenance costs.

Complete security control strategy

] ARP attacks and ARP viruses are the biggest threats to LAN security. H3C S5120V3-LI series switches support a variety of ARP defense functions, such as ARP

Detection, to implement user legitimacy check function and ARP message validity check function, ARP rate limit, to avoid the impact of a large number of ARP messages on the CPU, etc.

o H3C S5120V3-LI series switches support EAD (Terminal Access Control) function, which can be used with the background system to integrate terminal anti-virus, patch repair and other terminal security measures with the system.

Network access control, access permission control and other network security are i into a i security system, through the inspection, isolation, repair and management of network access terminals.

The whole network changes from passive defense to active defense, from single point defense to comprehensive defense, and from to strategy thus improving the network's ability to resist viruses and worms.

Improve overall defense capabiliies against emerging security threats such as worms.
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It supports multiple authentication methods, including 802.1X

Rich QoS policies

etc., and can flexibly adapt to the multiple authentication requirements of this network environment.

H3C S5120V3-LI series switches support L2 (Layer 2) ~ L4 (Layer 4) packet filtering functions and provide flow classification technology. It provides flexible queue scheduling algorithms.

Product Brochure

It can be set based on ports and queues at the same time, supporting three modes: SP, WRR, and SP+WRR. It also supports inbound/outbound bidirectional ACL and traffic monitoring function.

It supports port/flow mirroring in the outbound/inbound direction, which is used to monitor the messages on the specified port for network detection and troubleshooting.

Excellent management features

H3C S5120V3-LI series switches support SNMPv1/v2/v3 (Simple Network Management Protocol) and iMC intelligent management center.

Supports CLI command line, Web network management, and TELNET, making device management more convenient, and supports encryption methods such as SSH2.0, making management more secure.

H3C S5120V3-LI series switches support VLAN division based on MAC addresses, which is a good solution for intelligent and flexible management of mobile offices.

VLAN sends ACL policies, which simplifies user configuration and greatly saves hardware resources.

Layer 3 routing features

Supports rich three-layer routing features, including static routing, RIP, RIPng, OSPF V1/V2/V3 and other routing features.

Product Specifications
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Typical networking

Typical applications in small and medium-sized campus networks

In the campus network of small and medium-sized enterprises, the S5120V3-LI series Ethernet switches can be used as access switches, providing high-performance, large-capacity switching services and supporting GE uplink

Interface, providing stable bandwidth for access devices. In addition, the core layer, aggregation layer and high-performance access layer of the entire network all adopt H3C's ir

Resilient Fi ) technology.

IRF2 (

Without changing the original network topology, multiple devices are virtualized into a unified logical device to simplify the network topology, services, and management, achieving 1:N reliability.

It has multiple advantages, such as exponential improvement and significant improvement in network operation performance.
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S5120V3-LI Access Switch Application Diagram

Ordering Information

H3C S5120V3-LI Series Switch Ordering List

Device Name quantity Remark
S$5120V3-10P-LI Ethernet switch host 1 Optional
S5120V3-20P-LI Ethernet switch host 1 Optional
S$5120V3-28P-LI Ethernet switch host 1 Optional
S$5120V3-52P-LI Ethernet switch host 1 Optional
S5120V3-28S-LI Ethernet switch host 1 Optional
S$5120V3-52S-LI Ethernet switch host 1 Optional
S5120V3-10P-PWR-LI Ethernet switch host 1 Optional
S$5120V3-12TP-HPWR-LI Ethernet switch host 1 Optional
S5120V3-28P-PWR-LI Ethernet switch host 1 Optional
S$5120V3-28P-HPWR-LI Ethernet switch host 1 Optional
S5120V3-28P-HPWR-LI-Q Ethernet switch host 1 Optional
S$5120V3-52P-PWR-LI Ethernet switch host 1 Optional
S$5120V3-28S-PWR-LI Ethernet switch host 1 Optional
S$5120V3-28S-HPWR-LI Ethernet switch host 1 Optional
S$5120V3-52S-PWR-LI Ethernet switch host 1 Optional
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HaC Technologies Co., Lid. Beijing

Headquarters Hangzhou
Building 1, Lixinghang Center, No. 8 Guangshun South Street, Chaoyang Distrct, Headquarters No. 466 , Changhe Road,
Beijing Postal Code: 100102 Binjiang District,

Hangzhou Postcode: 310052 Tel: 0571-86760000

Fax: 0571-86760001

Hac . Lud. Al ight d. Disclaimer:

Although H3C attempts to provide accurate information in this document, it does not guarantee that the content s free of

http://www.h3c.com

Customer Service

Hotline : 400-810-0504

Hac ot or reminder.
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